E-Safety
How can you help your child to
make the most of the internet?

Have a conversation
•

A simple and effective way to get involved with your children and their lives online is through discussion. By maintaining an
open dialogue with your child and encouraging them to talk to you about their internet use parents can help children access the
amazing resources the internet has to offer whilst keeping them safe online.

•

Conversation starter ideas:

1. Ask your children to tell you about the sites they like to visit and what they enjoy doing online.
2. Ask them about how they stay safe online. What tips do they have for you, and where did they learn them? What is OK and not
OK to share?
3. Ask them if they know where to go for help, where to find the safety advice, privacy settings and how to report or block on the
services they use.
4. Encourage them to help. Perhaps they can show you how to do something better online or they might have a friend who would
benefit from their help and support.
5. Think about how you use the internet as a family. What could you do to get more out of the internet together and further enjoy
your lives online?

S
M
A
R
T

Safe

STOP and THINK
Will the information you share keep you safe?

Meeting

STOP and THINK
Are your online friends who they say they are?

Accepting
.

STOP and THINK
How do you know files and pictures are safe?

Reliable
STOP and THINK
How do you know that people or pages aren’t lying?

Tell
STOP and THINK

Who can you tell if you feel uncomfortable
about something online?

Parents vs. Children

Keep Technology Public at
Home

• Keep tablets/laptops/computers in a public part
of the home where everyone can see what is
being accessed.
Keep in mind that privacy
is a privilege, not a right.

Have Family Rules
Computer addiction at an early
age is a problem. Ground rules
need to be set in a household
and then they need to be stuck
to.
https://www.childnet.com/ufiles/Onlinesafety-agreement.pdf/

Your children should be accountable for the type of person that
they are online.
They shouldn’t be posting anything or saying anything they
would not be happy with you seeing.

Accountability

Check their history. If
they are deleting it,
there is a problem!

If our children love technology, it can be an excellent way for us
to build our relationships with them.
Send them texts, play games with them, practice language skills.

Become
Technological!

• Install anti-virus on your computers and mobile
devices

Anti-Virus
Software

• Children are as vulnerable as the rest of us, if not
more so, to clicking on bad links and downloading
malicious software.
• To protect them and their devices install anti-virus
software on all of them.
• There are some excellent free products available
from trustworthy brands.
• Avast: https://www.avast.com
• Avira: https://www.avira.com/
• BitDefender (free):
https://www.bitdefender.com/solutions/free.html

Separate
Accounts on
your
computer

• If you share a device with your children,
consider setting up a separate account or
accounts. Each account will have its own
home screen and, depending on the device
and platform, a different selection of
features, apps, and permissions.
• This helps you to protect your own data or
video recommendations. It also allows you
to set up customized security and privacy
settings for each child.
• On Windows computers, you can set up a
new user account for your children. Go to
Settings > Accounts > Add a family
member > Add a child.

• You can block specific apps, games, or websites, or set screen
time limits. Visit https://account.microsoft.com/family for more
information.
• On Apple computers, you can set up parental controls for
some user accounts. That allows you to restrict access to adult
websites. Learn more here: https://support.apple.com/enus/HT201813

Tablets and Smartphones
•

Tablets and smartphones also allow multiple user accounts
on the same device.

• On Android tablets, you can create a restricted account for
your child, with limits on which apps they can use.
• On Android phones, you can create a new user account for
your child. But the only account restriction currently available
is to turn off the ability to make phone calls and send text
messages.
• That said, you can restrict their Google Play account. Go to
Settings > Parental controls and turn them on. You’ll be
able to set specific content restrictions on apps and games,
movies, TV, books, and music.

• On the Apple side, iPhones and iPads have controls for apps
and features, content, and private settings. Launch the
Settings app and go to General > Restrictions and tap on
“Enable Restrictions.”

• On phones running Android 5 and higher, it’s called “screen pinning.”
• First, go to Settings > Security > Screen pinning and turn it on and enable “Ask for PIN
before unpinning.”
• Then load your app, hit the overview button – the little square on the bottom right – and
swipe up until you see a pin icon come up in the lower right corner. Now your child will need
your PIN in order to switch apps.

•
• On iPhones and iPads, this is called “Guided Access.”
• First, go to Settings > General > Accessibility > Guided Access to set up Guided Access.
Then, when you’re in the app you want to lock in, triple-click the home button to bring up
the Guided Access settings. You can turn off Guided Access either with a PIN or by setting it
up to work with your Touch ID through Settings > General > Accessibility > Guided Access >
Passcode Settings.

For added control, you can install a kid-safe web browser for your children to use.

Kid-Safe
Browsers

•

Zoodles, for example, offers a child-safe environment. There’s a free version for Windows PCs
and Macs, and for Android and iOS tablets and smartphones. The premium version, which costs
£8 a month, includes ad blocking, time limits, and other features.

•

Another alternative kid-safe browser is Maxthon, while the browsers you use now will have
some built-in tools.

•

If you use the Chrome browser, you can set up a “supervised profile”. This will block explicit
search results, show you what websites your children visited, and even restrict what websites
they can go to. The restrictions work in two ways:

•

You can have a list of approved websites and your children can visit those sites only.

•

OR – you can pre-ban a list of websites and your children can visit any site aside from those on
your banned list.

•

More information here: https://support.google.com/chrome/answer/3463947/?hl=en

•

Also check out these kid-safe search engines:

•

Safe Search Kids: http://www.safesearchkids.com/

•

KidRex: http://www.kidrex.org/

•

Kiddle: http://www.kiddle.co/

•

Kidtopia: http://www.kidtopia.info/

Youtube

•

YouTube is the new children’s TV.

•

It’s one of the most popular sites out there, but not all those videos will be appropriate for your
children.

•

But the site does have some safety features, and you should take advantage of them.

•

On the desktop site, if you scroll down to the bottom of the screen, you’ll see a “Restricted Mode”
setting. This hides videos flagged as containing inappropriate content.

•

In the mobile apps, click on the three dots at the top right and click on Settings > General and scroll
down until you see the “Restricted Mode” option.

•

Use YouTube Kids whenever possible.

How to set up filters on your home internet to help prevent age
inappropriate content being accessed on devices in your home.

• The 4 big internet providers in the UK – BT, Sky, TalkTalk and Virgin Media - provide their
customers with free parental controls which can be activated at any time. They have come
together to produce these helpful video guides to help you to download and set-up the controls
offered by your provider.
• BT - https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-setparental-controls-offered-bt
• Sky - https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parental-controls/how-setparental-controls-offered-sky
• Talk-Talk - https://www.youtube.com/watch?v=e6AZrv2ZxrI
• Virgin Media - https://www.saferinternet.org.uk/advice-centre/parents-and-carers/parentalcontrols/how-set-parental-controls-offered-virgin-media

• If your children share messages, pictures or videos on Facebook,
Instagram and other platforms, they might not be aware of who can
see their posts.
• Most apps do have privacy settings though that let your children
control who they let into their lives.
• Here are the links to information about the privacy settings on the
most popular apps:
• Facebook: https://www.facebook.com/help/325807937506242/

Social Media
Accounts

• Instagram: https://help.instagram.com/116024195217477/
• Snapchat: https://support.snapchat.com/a/privacy-settings
• WhatsApp: https://www.whatsapp.com/faq/en/general/21197244
• Kik: https://kikinteractive.zendesk.com/hc/en-us/articles/217680888How-can-I-keep-my-Kik-account-private-

• Ask.fm: http://safety.ask.fm/safety-tools/
• Tik Tok: https://www.thesun.co.uk/tech/10882264/tiktok-parentalcontrols-settings-privacy-safety-children/

Playing Games
Don’t forget that your gaming console is
also an Internet device these days.
Children can download games and make
in-game purchases, and even surf the Web.
Most devices have features that allow you
to:
• Restrict the kind of content your children
can get
• Limit their purchases and …
• … restrict or turn off their Web
browsing.

• The ScreenTime app is available for Apple, Android and
Amazon devices. The app is free for one child and includes the
ability to monitor the device remotely and to see your child’s
web and search history, ability to block apps, and block the use
of the device during school hours or after bedtime.
Alternative apps:

Monitoring
The Time
Spent Online

• MMGuardian: http://www.mmguardian.com/
• Mobile Guardian: https://www.mobileguardian.com/
• Net Nanny: https://www.netnanny.com/
• TeenSafe: https://www.teensafe.com/
• Verizon familyBase:
https://www.verizonwireless.com/support/verizon-familybaseand-usage-controls/
• Norton Family: https://family.norton.com
• Mobicip: http://www.mobicip.com/

• More information here:
• StopBullying.org:
https://www.stopbullying.gov/cyberbullying/

• KidsHealth:
http://kidshealth.org/en/parents/cyberbullying.html

Websites
against Cyber
Bullying

• Anti-Defamation League: http://www.adl.org/educationoutreach/bullying-cyberbullying/

• Cyberbullying Research Center: http://cyberbullying.org/
• Common Sense Media:
https://www.commonsensemedia.org/cyberbullying
• Connect Safely: http://www.connectsafely.org/tips-to-helpstop-cyberbullying/
• Delete Cyberbullying: http://endcyberbullying.net/what-todo-if-youre-a-victim/
• NoBullying.com: https://nobullying.com/

Internet Matters: Resources for parents looking
to keep children safe online, with age-specific
how-to guides, free apps, and device safety
checklists. https://www.internetmatters.org/
Family Online Safety Institute: Parenting guides
and news and reports about online safety issues.
https://www.fosi.org/
Safe, Smart & Social: Social media training
guides and safety tips for parents and educators.
https://safesmartsocial.com/

10 Rules for
Online Safety

1.

Keep telephone number, address, name/location of school,
parents’ work address/telephone number private.

2.

Report any information that makes me feel uncomfortable to
my parents or my teacher.

3.

Never agree to get together with someone you "meet" online
unless my parents agree and come with me to meet them in a
public place.

4.

Never send a person your picture or anything else without
first checking with my parents.

5.

Never respond to any mean or unkind messages. Tell
parents/teacher if any messages make you feel
uncomfortable.

6.

Set up rules for going online with your parents about the
time of day, the length of time and appropriate areas for
you to visit. Stick to them!

7.

Never give out internet passwords to anyone (even my best
friends) other than parents.

8.

Check before downloading or installing software or doing anything
that could possibly hurt the computer or jeopardize your family’s
privacy.

9.

Be a good online citizen and do not do anything that hurts
other people or is against the law.

10.

Help your parents understand how to have fun and learn things online.
Teach them about the tech you are using!

